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Areas of interest

* Cybersecurity
* Infrastructure
* Monitoring
* Threat detection
* Side-channel attacks
* Al/ML for security

* Al/ML implementation
security

loT and Networking

Cyber Range
Mobile 5G
Intelligent systems




Labs




Labs




Security of neural
networks against
hardware attacks

* Fault attacks perturbs the neural
network computations to cause
misclassification

* Side-channel attacks steal secret
parameters of neural network
assuming a black box attacker model

* The projects aim to study neural
network security w.r.t. one of the
two attacks
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Open5GS 4G/5G Control Plane Server

NRF

SBI Connections

5G Infrastructure

The Open5GS control plane contains
components of a 4G/ 5G NSA Evolved
A Packet Core, and also network

functions to implement a 5G SA Core
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Open5GS 4G/5G User Plane Server
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loT

Ten sensors, one private network, one control host

Blue is the measurement path. Grey is management and telemetry.

i ® i ° i People walking Control host - Hetzner, Docker Compose
' ' no device, no app, no Wi-Fi login ( )
Ansible
\-————_——/ . .
~~—___ " Wi-Fiframes scatter off bodies. 2:19rged |:t)|haanR Is the On:{ acttthat atrTs at nr!tgiht‘
\\___/ Each frame yields CSI: amplitude and phase per subcarrier. Imer on the box runs each capture at lis start ime.
10 sensors - Raspberry Pi 5 + Intel AX210 Grafana - Mimir - Loki - Tempo
metrics - logs - traces -, 26 dashboards, from die temperature to CSl records per second.
[]O0e |[[JeaY o D'I I ] ; Alerts arrive on the phone with the panel rendered.
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colt-hosted VPN Neod4j claim graph - Milvus vectors - PostGIS floor plans
monad01 to monad10, four slots reserved ;e;surememdlake;one query:l;lefrow Iper capture session
Rust capture daemon, BLE scanner, telemetry agent, fleet clock |jd- - =.- - mmmmm—- _.',-'_ - - papers indexed, answered belore | guess.
One node illuminates the room by injecting frames. The others listen. M.S_'ble over SS_H"
g J T - 4
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CSl records Every sensor ships its spool. The path is the index:
> date / band / channel / width / role / host / session

10.55 TB of first-party captures on the last bucket audit
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Host Al X Container restarts

~ Thermal envelope

SoC temperature now
monad01
monad02
monad03
menad04
monad05
‘monad06
monad07
monad08

monadio
~ Power rails

Under-voltage alarms &

14:00 15:00 16:00

= monado1 - soc:firmware_raspberrypi_hwmon - 0 == monad02 - soc:firmware_raspberrypi_hwmon - in0 = monad03 - soc:firmware_raspberrypi_hwmon - in0 = monad04 - soc:firmware_raspberrypi_hwmon - in0

= monad06 - soc:firmware_raspberrypi_hwmon - in0

Thermal extremes over the window

Host ¥
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lonad dashboards

18:00 19:00

monad07 - soc:firmware_raspberrypi_hwmon - in0 == monad08 - soc:firmware_raspberrypi_hwmon - in0

loT Monitoring / Management

Csifleet | | Hosts & Nodes

SoC temperature
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16:00 18:00 20:00 22:00 00:00 02:00 04:00

monad05 = monad08 ~ monad07 =

20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00

monad08 - soc:firmware_raspberrypi_hwmon - in0

monad0s - sac:firmware_raspoerrypi_nwr

monad10 - soc:firmware_raspberrypi_hw:

Peak °C ¥

Container restarts @ = Monad dashboards | = Thermal & power

~ Fleet coverage — is every node actually instrumented?

Fleet reporting ©

Nodes throttling now

0

Instrumentation coverage — one row per node, one column per signal

Node 7 Host metrics & systemd units 7 Throttle word 5
monad01
monad02
menado3
monad04
meonad0s
monad06

monad07

Node health — Pi § vitals

SoC temperature O
60°C
5§7.5°C

55 °C |l

Systemd services

Expected / reporting

expected

Alloy self

3apture counters §  Clock sync 7

Captures running UNMEASURED

reporting

Fleet clock spread

Board power Contention (PSI) ¥ Uptime 7

1 2.07 days 2745 iax
1.03 days 2435 iax
3.47 hours 8645 iax
1.02 days U7 iax
1.01days 1295 iax
9.9 hours 20.7s iax

23.9 hours 1755 iax

Capture spool free space @

192 GiB

128 GiB

Staleness 7 Driver &7
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